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The use of secure e-mail to send safeguarding information/referrals

The MPS is part of the governments secure e-mail service which is accessed through our PNN e-mail accounts, this enable us to send and receive e-mails securely as long as the recipient/sender is also on a secure network. 

In 2003 the MPS Child Abuse Investigation Command began to explore the opportunity to use the secure e-mail facility to send referrals and information between the Child Abuse Teams and local Children and Family Teams. A meeting coordinated by the London Child Protection Committee to which all Local Authorities were invited was arranged to set out the benefits of sending information by secure e-mail rather than Fax or post. At the meeting it was requested that each Local Authority explore the use of secure e-mail as a means of sharing information. The secure e-mail facility provided within the Criminal Justice IT system (CJIT), (Criminal Justice Secure Mail (CJSM)) which was already being used in all 32 London local authorities areas by the youth offending teams (YOT’s) was recommended. At the time there an acceptance that a secure e-mail facility was needed, but there was some resistance as some LA, IT departments were looking at other secure options.

In 2004 the Newham Child Abuse Team and the local Children and Families Service set up a protocol that allowed for the sharing of information and section 47 referrals to be done via e-mail. Since this date, despite extensive lobbying by the Child Abuse Command only Sutton LA have set up a secure e-mail process, (Merton LA are looking to be involved). One criticism of the MPS from partner agencies was that our MERLIN Come To Notice Reports (Form 78) could not be sent by e-mail. At considerable cost to the MPS and London Connects, a change was made to MERLIN to allow for the use of e-mail and it was envisaged that this improvement would encourage social services to begin using secure e-mail.

With the advent of Every Child Matters and the increased numbers of MERLIN CTN reports that are likely to be created, the MPS are seeking to improve the handling, analysis and sharing of information about children and young people. To enable the MPS to share this information it is proposed that in line with government security requirements, we will only send this information to a secure e-mail account.

The most recent advice from government security advisors is that the use of fax can no longer be considered secure and for this reason the sending of information that falls into the ‘Restricted’ category should not be sent other than by secure e-mail. 

By April 2008 it is proposed that all written information about children and young people will only be shared by the MPS with partner agencies electronically if the recipient uses a secure e-mail address. If this is not available, information will only be handed personally to a named recipient, either by recorded delivery or in person, the cost of which would have to be met by the other agency.

It should be noted that this is not just a Safeguarding issue, there are many other areas of partnership working where we are currently sending information from our secure network to insecure systems, the take up of secure e-mail accounts will improve all areas of information sharing.
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